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Abstract 

Cloud for Europe strategic objective has been to identify the obstacles for cloud adoption by the 

public sector and to find solutions for addressing these challenges. One key challenge for cloud 

adoption is the security of the data, in particular the privacy of the data. Public institutions have been 

reluctant to moving sensitive data in and out of the cloud, specially the data related to citizens. Thus, 

C4E has focused its resources on finding solutions to ensure a certain level of security and privacy 

by acquiring research and development from industry using pre-commercial procurement procedures. 

As a result, the industry is expected to deliver a federated certified service brokerage, a secure 

legislation-aware storage solution and a legislation execution methodology or framework. We will 

describe C4E vision on how these three components could be used for denying unauthorized access 

to private data and for reacting to security breaches, using a dynamic set of rules. 
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