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Abstract 

The strategy of an organization should include as a main objective the insurance of an optimal 

performance level for its information systems, which implies the need to define their core capabilities 

and fundamental quality attributes. The early development, since the design phase, of specific 

performance evaluation techniques and survivability capacities in different critical situations (attacks) 

for system operation, adds to the managerial decision-making process a powerful tool for maintaining 

the system to the expected performance level. This article analyses the survivability (ability to 

survive) of an application that uses Web technology in a 3-tier architecture through systematic 

evaluation, at different levels, of the availability in terms of cyber-attack and survival properties of 

the application. 
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